PexoMeHnaanum st 00y4aOUMXCH 110 pa3MelleHUI0 HHPOpMALUHM HA 0PUIHAIBHBIX
HNuTepHer-pecypceax

C KaXapIM TOJOM MOJIOJICKH B MHTEPHETE CTAHOBHUTCS OOJIBINE, a IIKOJBHUKU U CTYACHTHI
OTHA W3 CaMbIX AaKTUBHBIX IMOJb30BaTenaeii PyHera. Mexay TeM, MOMHUMO OTPOMHOTO
KOJIMYECTBAa BO3MOYKHOCTEH, MHTEPHET HECET U MPOOJIEeMBbL. JTa MaMsITKa JOHKHA TTOMOYb TeOe
0€e30macHO HaXOAUTLCS B CETH.

KoMmnbroTepHbie BUPYCHI

KomnbroTepHbIld BUPYC - 3TO Pa3HOBHIHOCTh KOMIIBIOTEPHBIX MNPOrPAMM, OTIMYHUTEIBHOU
OCOOEHHOCTBIO KOTOPOH SIBJISIETCS CIIOCOOHOCTh K Pa3MHOXKEHHUIO. B nomonHeHue x sTOMY,
BUPYCHl MOTYT TOBpPEAUTh WM TIOJHOCTBIO YHUYTOXKUTH Bce (ailiabl W JIaHHBIE,
IOJKOHTPOJIBHBIE I0JIB30BATEN0, OT HMEHM KOTOpOro Obula 3alylleHa 3apakKeHHas
nporpaMMa, a TakKe MOBPEAUTh WIHM AaX€ YHUUYTOXKHUTh ONEPALUOHHYIO CUCTEMY CO BCEMH
(aitiamu B 11es10M. B O0ONBIIMHCTBE ClIy4aeB PacpOCTPAHSIOTCS BUPYChl YEPE3 HHTEPHET.

MCTO}II)I 3alIHUThI OT BPCAOHOCHBIX ITPOrpaMM:

1. HCHOHBSYﬁ COBPCMCHHBIC OIICPAIIUMOHHBIC CHUCTCMBbI, HMCIOIIUC CGpBGSHBIﬁ YPOBCHb
3alIUThI OT BPCAOHOCHBIX IMPOrpaMMm,

2. TlocrosHHO ycTaHaBnuBaih mnaT4u (HUGPOBBIE 3aIIaTKH, KOTOPhIE aBTOMATHYECKH
YCTAaHABIMBAIOTCA C IEJbI0 J0pabOTKM TpOrpaMmbl) W Jpyrue OOHOBJIEHUS CBOEU
orepanMoHHoM cucteMbl. CkaunMBail UX TOJIBKO ¢ OoQuIMaNbHOrO caiita paspadorunka OC.
Ecnu cymecTByeT pexum aBTOMaTHYECKOTO OOHOBJICHHS, BKIIOUH €r0;

3. PabGoTaii Ha cBOEM KOMIIBIOTEPC IO ITpaBaMU IIO0JIb30BATCIIA, 4 HC aIMUHUCTPATOPA. 910
HC IIO3BOJIUT 60JII>I]II/IHCTBy BPCOAOHOCHBIX IIpOIrpaMM HHCTAJNIMPOBATBLCA HaA TBOCM
IICPCOHATIBHOM KOMIIBIOTCPC,

4. Hcmonp3yd aHTUBHPYCHBIC IPOIPAMMHBIC IPOIYKTHI H3BECTHBIX INPOU3BOJIUTENCH, C
aBTOMaTHYECKUM OOHOBJIEHUEM 0a3;

5. Orpannub (HU3NUECKUIN JOCTYI K KOMITBIOTEPY JAJI IOCTOPOHHUX JIUIL;

6. Wcnonp3yli BHEITHHUE HOCUTEIM HHPOpMAIMH, Takue Kak (uemka, AUCK win (aiin u3
WHTEPHETA, TOJIBKO U3 TPOBEPEHHBIX HCTOYHHUKOB;

7. He oTkpbIBaii KOMIbIOTEPHBIC (haiiiIbl, MOTYYECHHBIC U3 HEHAIEKHBIX UCTOUYHUKOB. Jaxe Te
(aiiipl, KOTOpBIE MPUCIAN TBOW 3HAKOMBIN. JlydIie yTouHH y HETO, OTIIPABIISI JIM OH TeOe HX.

Cern WI-FI

Wi-Fi - 310 He BHI mepefadn JaHHBIX, HE TEXHOJIOT'HS, a BCEro JIUIIb OpeHJ, Mapka. Eie B
1991 romy Hunepnanackas kommnanus 3apeructpupoBana Openn "WECA", yto o603Hayano
cinoBocouetanue "Wireless Fidelity", koTopsiil nepeBoauTCS Kak "OecpoBOIHASI TOUHOCTH'.

Jlo Hamero BpeMeHHM Jolia Jpyras a0OpeBuaTypa, KOTOpas SBISIETCS TakOM ke
texHosorue. It1o abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO JaHO C HAMEKOM Ha
CcTaHJapT BeIcuIel 3BykoBo# TexHuku Hi-Fi, uTo B mepeBojie 03Hauaet "BbICOKast TOUHOCTH'.



Jla, OecriaTHBIM HMHTEPHET-AOCTYI B Kade, OTENsIX U a’ponoprax SBISETCS OTIMYHOU
BO3MOKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOrue 3KCmepThl CUMTAIOT, YTO OOINEIOCTYITHbIE
Wi-Fi cetu He SBISIOTCS O0€30IMaCHBIMMU.

CoBeThlI 10 0€30MacHOCTH PaboTHI B 00IIEAOCTYTHBIX ceTsix Wi-fi:

1. He nepenaBaii cBOro JMUHYIO0 HHpOpMaluio yepe3 obmenoctynubie Wi-Fi cetu. Pabotas B
HUX, KeJIaTeJIbHO HE BBOJUTH MAPOJIU JOCTYIIA, JIOTUHBI U KaKUe-TO HOMEpa;

2. Ucnonb3yil u OOHOBISIM aHTHUBUPYCHBIE MNpOrpaMMbl M OpaHamayep. Tem cambIM Thbl
oOe3omacuilb cedsi 0T 3aKaYKu BUpyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonw3oBanuu Wi-Fi otkimoun Qyskiuo "O6muit qoctyn K ¢daitiiam u npuntepam".
JanHas QyHKIHS 3aKphITa IO YMOJYAHUIO, OJTHAKO HEKOTOPHIE MOJI30BATEIIM aKTUBHPYIOT €€
JUIsl yI0OCTBA UCTIONB30BaHUs B paboTe i yuede;

4. He ucnons3yit nyonuunsii WI-FI s nepegauu TUUHBIX TaHHBIX, HAIPUMED AJIs BBIXOJ1a B
COLMAJIBHBIE CETU UJIA B DJIEKTPOHHYIO I1OYTY;

5. Ucnonw3yii Tonbko 3amuiieHHoe coeaunenue yepe3 HTTPS, a ue HTTP, 1.e. mpu Habope
BeO-aapeca BBOaM UMEeHHO "https://";

6. B moOunsHOM Tenedone otkmoun ¢pynkuuio "Tloakmtouenne k Wi-Fi aBromatnuecku". He
JIOMyCKail aBTOMaTUYECKOT0 MOAKIIOYeHUs ycTpoiicTBa K ceTsiMm Wi-Fi 6e3 TBoero cornacus.

ConvajibHbBIE CeTH

ComnmanpHble CETH aKTUBHO BXOMSAT B HAIy JKU3Hb, MHOTHE JFOAH PabOTAOT MU JKUBYT TaM
MIOCTOSTHHO. MHOTHE T0JIb30BaTeI HEe MOHMMAIOT, YTO WHQOpMAIHs, pa3MelIeHHass UMU B
COLIMATBHBIX CETAX, MOKET OBITh HaliJleHa W WCIOJb30BaHA KEM YTOJHO, B TOM YHCIIC HE
00s13aTeNIbHO ¢ OJIarMMU HaMEPEHUSIMHU.

OCHOBHBIE COBETHI 110 0€3011aCHOCTH B CONHUAJIBbHBIX CCTAX:

1. Orpannub CIUCOK apy3ei. Y TeOs B Ipy3bsAX HE JOJKHO OBITh CIIYYalWHBIX U HE3HAKOMBIX
JIIO/CH;

2. 3ammumiail cBOIO YacTHYIO KM3HB. He ykaswiBail maposu, TenedoHsl, agpeca, 1aTy TBOETO
POKIEHUS W APYTYIO JIMYHYI0 UHPOPMANHIO. 3ITOYMBIIIUICHHUKHA MOTYT UCIOJIb30BATh JaXKe
nH(OPMAITIIO O TOM, KaK Thl U TBOM POJMTEINH TJIAHUPYETE MPOBECTH KAHUKYJIBI;

3. 3ammimaii CBOIO PEmyTallvio - KU €€ B YUCTOTE U 3ajJaBail cebe BOMPOC: XOTEN OBI THI,
9TOOBI APYTHE TMOJIH30BATEM BUJEIH, YTO ThI 3arpyxaemb? [lomymaii, mpexae 4emM 9To-TO
OITyOJIMKOBATh, HATICATh U 3aTPY3UTh;

4. Ecnu Tl TOBOPHILB C JIOJAbMHU, KOTOPBIX HE 3HACIIb, HE MCMOJIb3YH CBOE PEAIbHOE UMS U
JIPYTYIO JTUYHYIO HH(POPMALIMK: UM, MECTO >KHTEJIbCTBA, MECTO y4eObl U MPOUEE;

5. N30beraii pasmenienust ¢pororpaduit B UntepHere, rae Tol U300pakeH HA MECTHOCTH, IO
KOTOPOM MOKHO ONPEACIUTh TBOE MECTOMOJIOKEHNUE;

6. Ilpu peructpammu B COIMAJIBHOM CETH HEOOXOIMMO HCIIOJB30BaTh CIOXKHBIC IApOJIH,
cocTosiiue u3 OykB ¥ U(P U C KOJUYECTBOM 3HAKOB HE MeHee §;



7. JUid coOUMaNbHON CETH, MOYTHl M JPYIMX CAUTOB HEOOXOAMMO HCIOJIBb30BaTh pPa3HbIE
naponu. Torma eciau TeOs B3JIOMAIOT, TO 3JOYMBIIUIEHHUKH IOJYy4YaT JOCTYN TOJNBKO K
OTHOMY MECTY, a HE BO BCE Cpasy.

JJIeKTPOHHBbIE IeHbI'!

DONEeKTpOHHbIE JEHBIU - 3TO OYEHb YJAOOHBIM CHOCOO MIaTexei, OJHAKO CYIIECTBYIOT
MOUIEHHUKH, KOTOPBIE XOTST MOJYYUTh 3TH JEHBIU.

ONEeKTpPOHHbIE JICHBI'M TMOSBWJINCH COBCEM HEIABHO W HMMEHHO H3-3a 3TOTO BO MHOTHX
rocyJapcTBax J0 CUX MOpP HE MPOIMKUCAHO PO HUX B 3aKOHAX.

B Poccun e oHM QYHKIIMOHHPYIOT U O HUX YK€ IPOIUCAHO B 3aKOHE, T/I€ UX PAa3AeAioT Ha
HECKOJIbKO BUJIOB - aHOHMMHbBIE U HE aHOHMMHbIE. Pa3HuIa B TOM, 4YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3peniaeTcss MPOBOAUTH omnepanuu 0e3 uAeHTU(UKAIMU TOoJb30BaTeNs, a B
HEaHOHMMHBIX UJICHTU(PUKALIUS TTOJTb30BATENS ABIAECTCS 0053aTENbHOM.

Taxxe CICAYCT pa3/indaTb 3JSJICKTPOHHBIC (1)I/IaTH]'::Ie JACHBI' (paBHBI TrocyaapCTBCHHBIM
BaJ'IIOTaM) " 3JICKTPOHHBIC HC(l)I/IaTHBIG JCHBI'N (He PaBHBI TOCYAapCTBCHHBIM BaJ'II-OTaM).

OcHOBHBIE COBETHI MO O€30MaCHOI paboTe € AJIEKTPOHHBIMU JACHbIAMH:

1. IpuBs>ku Kk cyety MoOUNbHBIN TenedoH. DTo camblii ynOOHBIM M OBICTPBIA CHOCOO
BOCCTAaHOBHUTH JOCTYIN K cueTy. [lpuBsizaHHBIA Tene@oH MOMOXKET, eclu 3a0yJelib CBOU
IUTaTEKHBIN MapoJib WM 3aifJIelIb Ha CAalT C HE3HAKOMOT'O YCTPONCTBA;

2. Vcnonw3y#t ogHOopa3oBbie napoiu. [locne nepexona Ha yCUIIEHHYIO aBTOPHU3ALIUIO TEOE yiKe
He OyZeT yrpoXkaTh OMAaCHOCTh KPaXKu WM MepexBaTa MIaTeKHOTo mapoJis;

3. Boibepu cnoxubiii napoinb. [IpectynmHukam OyAeT He IPOCTO yrajaarh CIOMKHBIM Mapolib.
HanexxHble maposiu - 3TO mapoJik, KOTOpbIE COJIepKaT He MEHee 8 3HAKOB U BKIIIOUYAIOT B ce0s
CTPOYHBIE M TPOMHUCHBIE OYKBBI, IU(PPHI U HECKOJIHKO CHUMBOJIOB, TaKWe KaK 3HAK JoJuIapa,
¢yHTa, BOCKIMIIATEIbHBIN 3HaK U T.1. Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIE JTAHHBIC HA CaliTaX, KOTOPHIM HE JIOBEPSICIIb.
DJIEKTPOHHAS MOYTA

DNEeKTpOHHAsI MOYTa - 3TO TEXHOJIOTHS M TPEJOCTaBIIEMbIE €0 YCIyTd MO TEPECHUIKE U
MOJIYYCHHUIO SJICKTPOHHBIX COOOIIEHUH, KOTOPHIE PACHPENEIIOTCs B KOMITBIOTEPHOU CETH.
OOBIYHO ~ DJIEKTPOHHBIM  TOYTOBBIM  SAMIUK  BBITJISAAUT — CIAEAYIOMUM  00pa3oMm:
UMs_TIOJIB30BATENII(@UMsSL_JOMeHa. Takxke KpoMe Tepeladyd MPOCTOr0 TEKCTa, HMEETCS
BO3MOXHOCTb TepeaBaTh (Haiibl.

OcCHOBHBIE COBETHI 110 O€30MaCHON PadoTe C ICKTPOHHOMN MTOYTOM:

1. Hago BbIOpaTh NpaBWIbHBIA MOYTOBBIA cepBUC. B MHTEpHETE €CTh OrpPOMHBIA BHIOOP
OecrIaTHBIX MOYTOBBIX CEPBHUCOB, OJIHAKO JIYUIIE JOBEPSITh TEM, KOT'O 3HACIb U KTO MEPBBII B
pPEUTHHTE;

2. He yka3piBalli B JIMYHOW MOYTE JUYHYI0 HHpopmanuioo. Hampumep, mnydiie BbIOpaTh
"My3bIKaJIbHBIN _(paHaT@" uiu "pok2013" BMecto "Temal3";

3. Hcnonp3yi ABYX3TanHyO aBTOPU3ALUIO. DTO KOrJa MOMHUMO ITApOJIs HY’KHO BBOIAUTH KOJ,
npuchIaeMsbiil o SMS;



4. BoiOepu CIIOKHBINA MapoJib. JJIsi KaKI0To MOYTOBOTO SITHUKA JOJDKEH OBITH CBOM HAICKHBIM,
YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Eciu ectb BO3MOXXHOCTH HamucaTb CaMOMY CBOW JIMYHBIA BOIIPOC, WCIOJB3YH OTY
BO3MOXXHOCTb;

6. Hcnonp3ylh HECKOJIBKO TIOYTOBBIX SIIUKOB. [lepBbId 711 4YacTHOM NEPENHCKUA C
azgpecaTaMy, KOTOPBIM Thl IOBEPSEIIb. JTO 3JIEKTPOHHBIN apeC HE HANO UCIIOIb30BaTh IIPU
peructpanuu Ha GopyMax U cailTtax;

7. He oTkpwiBaii Gaiiibl 1 ApYrue BIOXKEHUS B MUChbMAaX, JaXKe €CJIU OHU MPHUILIN OT TBOUX
npy3eit. JIydiie yTouHU y HUX, OTIIPABIISUIN JIU OHU TeOe ATU (hailiibl;

8. ITociie okoHYaHusI pabOTHI Ha MOYTOBOM CEPBHUCE IMEpe]l 3aKPHITHEM BKIAJKH C CAaliTOM He
3a0yab HaXxkaTh Ha "BeriT".

Kn6epOysIMHT MM BUPTYaJbHOE U3/1€BATEILCTBO

KI/I6Cp6y.HJII/IHF - HIPECIICAOBAHUC COO6IIIGHI/I$IMI/I, coacpKamumMu OCKOp6HCHI/I$I, arpeCCuio,
3allyTUBAaHUC; XYJIMI'aHCTBO, COIHAJIbHOC 60ﬁKOTHpOBaHHC C TIIOMOIIBKO  PA3JIMYHBIX
HHTCPHCT-CCPBUCOB.

OcHoBHBIE COBETHI O 60pbOE ¢ KHOEPOYILITUHIOM:

1. He Gpocaticsa B Ooi. JIydmmii crioco6: mocoBeToBaThCsl Kak ce0sl BECTH M, €CJIM HET TOTO, K
KOMY MOXHO OOpaTUThCSA, TO BHAyale YCIOKOUThbCA. Eciu Thl HayHelmb OTBEYaTh
OCKOpOJICHUSIMU Ha OCKOPOJIEHHSI, TO TOJBKO €1ie OOJIBIIE Pa30kKKeIIb KOHPIHKT;

2. Ynpaisai cBoel KubeppemyTaimei;

3. AnoHMMHOCTH B ceTd MHUMasg. CyIIeCTBYIOT CHOCOOBI BBISICHUTH, KTO CTOUT 3a
AHOHHMHBIM aKKayHTOM;

4. He cTonT BeCTH XyJIUTaHCKUA 00pa3 BUPTyaIbHOM KU3HU. IHTEpHET PUKCHpYET BCEe TBOU
JEUCTBHS U COXpPAHSCT UX. Y ATk UX OyIeT KpailHe 3aTpyHUTEIBHO;

5. Cobnronait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyit enuHuuHblii HeraTuB. OmXHOPA30BbIE OCKOPOWTENBHBIE COOOIICHUS ITydIle
urHopupoBath. OOBIYHO arpeccus MpeKpaniacTcs Ha Ha4albHOM CTaIuu;

7. ban arpeccopa. B nmporpammax oOMeHa MTHOBEHHBIMU COOOIICHUSIMH, B COITMAIBHBIX CETIX
€CTh BO3MOKHOCTb OJIOKMPOBKH OTHPABKH COOOIIECHHI C ONIPEICICHHBIX aJIPECOB;

8. Ecnu TbI cBUgeTenb kKubepOysunHra. TBOU JeUCTBUS: BRICTYUTh IPOTUB MpPECIIeI0BATENIs,
M0Ka3aTh €My, YTO €ro JIEWCTBHUS OLECHHMBAIOTCA HETaTUBHO, MOJJIEPKATh KEPTBY, KOTOPOU
HY’KHA TICUXOJIOTHYECKasi TTOMOIIb, COOOITUTE B3POCTBIM O (haKTe€ arpeCCUBHOTO TIOBEJICHHUS B
CeTH.

MoOuabHbIA TeaedoH

CoBpemeHHbIe cMapTPOHBI U TJIAHIIETHI COAEPKaT B ceOe BIOJIHE B3POCIbI (GYHKIIMOHAI, U
TeNEPh OHM MOTYT KOHKYPUPOBATh CO CTAlMOHAPHBIMU KOMIIbIOTEpaMu. OIHAKO, CPEACTB
3aIIUTHI JJIS TOJOOHBIX YCTPOUCTB MOKa OYEHb Majo. TecTupoBaHUE U MOUCK YS3BUMOCTEH B



HUX MPOUCXOJUT HE Tak MHTeHcHBHO, Kak 1is I[IK, To e camoe kacaercs U MOOMIBHBIX
MIPUIIOKEHU.

CoBpemeHHBIE MOOWIIBHBIC Opay3ephl YK€ MPAKTUYECKH JOTHAIA HACTOJIBHBIC aHAJIOTH,
OJIHAKO pacuiupeHue (QyHKIMOHAa BIEYET 3a COOOUM OOJBIIYI0 CIOKHOCTh M MEHBIIYIO
3aIUIIEHHOCTb.

Jlaneko He BCe MPOU3BOJMUTENN BBIMYCKAIOT OOHOBIICHUS, 3aKPbIBAIOIINE KPUTUUECKUE
ySI3BUMOCTH /ISl CBOMX YCTPOWCTB.

OcCHOBHBIE COBETHI JJIs1 0€30MMaCHOCTH MOOUITBHOTO TeledoHa:

Huuero He sBnsieTcss mo-HacToseMy OecIuiaTHbIM. byab OCTOpOKeH, BeAb Korja Tebe
npeaiaraloT 0eCIUIaTHBI KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKHE-TO TJIATHBIE YCIYTH;

Hymaii, npexe yeM ornpaBuTh SMS, ¢horo win Buaeo. Thl TOUHO 3HACIIB, TJI€ OHU OyIYT B
KOHEYHOM uTOre?

Heo0xonumo 0OHOBIISATH OMEPAIIMOHHYIO CUCTEMY TBOETO cMapTQOoHa;
Hcnonw3yii aHTUBUPYCHBIE MPOTPAMMBI JIJIsI MOOMIIBHBIX TEIC(HOHOB;

He 3arpy>1<a171 MPUIOKCHUA OT HCU3BCCTHOTO HCTOYHHKA, BCIAb OHH MOI'YT COACPKATb
BPCOAOHOCHOC IIPOTPAaMMHOC 06GCH€‘I€HI/I€;

[Tocne Toro kKak ThI BRIMACIIH C caiiTa, T/ie BBOAI JUUYHYIO HHGOPMAIIUIO, 32l B HACTPONKH
Opaysepa u ynanu cookies;

HepI/IO,ZII/I‘IGCKI/I HpOBCpSIﬁ, KaKHC IVIATHBIC YCIIYI'M aKTUBHPOBAHbBI HAa TBOCM HOMCPC,

JlaBaii cBoii HOMEp MOOWJIBHOTO TeliepoHA TOJBKO JIFOJISIM, KOTOPBIX ThI 3HACIIb U KOMY
JOBEPSIEIID;

Bluetooth momken OBITH BHIKJIFOUEH, KOTJla Thl UM HE MOJb3yelibcs. He 3a0biBaii nHOTIA
IIPOBEPSATH ITO.

Online urpsi

CoBpeMeHHBIE  OHJIAMH-UTPBI - 3TO  KpPAacOYHbIe, 3axBaThIBAIOUIUME  Pa3BICUYCHUS,
OOBEIUHSIONINE COTHU THICSY YEJIOBEK M0 BceMy MUpy. Urpoku uccineayroT JaHHBIM UM MHP,
OOIIAI0TCA IPYT C IPYTOM, BBITIOTHSIOT 3a/IaHUsI, CPAXKAIOTCS C MOHCTPaMH M TIOTY4YaloT OIIBIT.
3a yIOBOJIBCTBUE OHM IIATAT: MOKYMAIOT JUCK, OIJIAYMBAIOT a0OHEMEHT WJIM MPUOOPETAIOT
KaKHe-TO OIILIUU.

Bce ot cpencTBa uayT Ha mojAepKaHUE M PA3BUTHE WTPHI, @ TAK)KE HA caMy 0€30MacHOCTb:
COBEPIIEHCTBYIOTCS CHUCTEMBI aBTOPHU3AIMH, BBIMYCKAIOTCS HOBBIE maTtyu (1UdpOBBIC
3aIUIaTKU JUIsl TPOTpaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[OGHBIX HUrpax CTOUT OmacaTbCAa HC CTOJIBKO CBOHUX COIICPHHUKOB, CKOJBKO KpaxXu TBOCTO
mapoJjisd, Ha KOTOpOM OCHOBaHA CHUCTCMA aBTOPpU3allMH OOJBIIMHCTBA Hrp.

OCHOBHBIE COBETHI IT0 0€30IIaCHOCTH TBOETO HUI'POBOI'O0 aKKAYHTA:

1. Ecnu apyroit urpok BeneT cedsi II0X0 WU CO3/1aeT TeOe HeMPUIATHOCTH, 3a0JOKUPYH €ro B
CITUCKE UTPOKOB;



2. Tloxamylicss aIMUHHACTPATOpPaM WIPhl HA IJIOXO€ MOBEICHUE 3TOr0 WUIPOKA, KEIATEIBHO
MIPUJIOKUTH KAKHUE-TO IOKA3aTENbCTBA B BUJE CKPUHOB;

3. He yka3bIBaii TMUHYI0 HHPOpMaLIHIO B Tpodaiiiie urpsl;
4. YBaxall Ipyrux y4aCTHHKOB I10 UTDE;

5. He ycranaBnuBaii Heo(uIMaabHbIE TATYU U MOJIBI;

6. Mcnonb3yii CIOXKHBIE U pa3HbIE MapoJiy;

7. Jaxe BO BpeMs HWIPbl HE CTOUT OTKJIKOYaTh aHTUBUpYC. lloxa TbI urpaems, TBOU
KOMIIBIOTEpP MOT'YT 3apa3uTh.

@OUIINHT WIH Kpaka JUYHbIX JaHHBIX

OObIYHOM KpaXkell JeHer W JOKYMEHTOB CETOJHS Y€ HUKOTO HE YIUBHIIb, HO C Pa3BUTHEM
UHTEPHET-TEXHOJIOTUN 3JI0YMBIIIJICHHUKA TEPEMECTWINCh B HWHTEPHET, W MPOJIOJDKAIOT
3aHUMAaThCA "ITIOOUMBIM" JEJIOM.

Tak mnosBUIach HOBasi yrpo3a: HWHTEPHET-MOIICHHMYECTBA WM (DUILMHT, TJIaBHAs IeJb
KOTOPOTO COCTOUT B MOJYyYEHUU KOH(MUIIEHIMATBHBIX JAHHBIX MOJb30BaTENEH - JIOTMHOB U
naposeil. Ha anrnmiickom si3bike phishing untaercs kak ¢gumunr (ot fishing - peiOHas noBs,
password - mapop).

OcHOBHBIE COBETHI 110 OOpHOE ¢ PUITMHTOM:

1. CHGI[I/I 3da CBOUM AKKayHTOM. Ecau 1hI mogo3pcBacuib, 4TO TBOA aHKCTA ObL1a B3JIOMaHa, TO
H€O6XO,III/IMO 3a6HOKI/Ip0BaTB cC U COO6HII/ITI> AIMUHUCTpATOpaM peECypca 00 3TOM KaK MOKHO
CKOpcEC,

2. Hcnonp3yii Ge3omacHbie BeO-CalThl, B TOM YHCJIE, WHTEPHET-MAarasuHOB M TIOMCKOBBIX
CUCTEM;

3. Hcnonb3yil clIOXKHBIE M pa3Hble mapoiid. Takum oOpa3om, eciu TeOs B3JIOMAaKT, TO
3JI0YMBIIIVICHHUKH TIOJTy4aT JOCTYII TOJIBKO K OJTHOMY TBOEMY MPO(MUITIO B CETH, a HE KO BCEM;

4. Ecnu T1e0st B3IOMaiM, TO HEOOXOIUMO MPEAYyNpPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPbHIC
no0aBieHbl y T€0s B APY3bsIX, O TOM, YTO TEOS B3JIOMaIU W, BO3MOXXHO, OT TBOETO UMEHU
OyJeT pacchuIaThCsl CaM M CChUIKU Ha (DUITUHTOBBIE CANTHI;

5. YcranoBu HanexHbIi napons (PIN) na MoOunbHbI TenedoH;
6. OTKJII0YM COXpaHEHUE NapoJid B Opay3epe;

7. He otkpsiBail (pailyibl U Apyrue BIOKEHUS B MUCHbMax, AK€ €CJIM OHM MPUIUIA OT TBOUX
npy3eit. JIydiie yTouyHr y HUX, OTIPABIISUIN JIX OHU TeOe 3TH (haitIb.

Mudposas penyranus

Hudposas penyrauusi - 3TO HEraTUBHAs WJIM MO3UTHBHAs WHQOpMaIUs B cCeTH O Tebe.
Komnpomertupytromas nHdopmaius, pa3MelieHHas B UHTEPHETE, MOXKET CEPhE3HBIM 00pa3oM
OTpa3uThCA Ha TBOEH peanbHOM xku3HU. "LudpoBas penyranus" - 3T0O TBOH UMUK, KOTOPBIM
dbopmupyetcst u3 uHPopmaluu o Tede B UHTEPHETE.



TBOE MECTO KUTEIbCTBA, Y4eObl, TBOE (PUHAHCOBOE MOJIOKEHUE, OCOOEHHOCTH XapakTepa U
pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHoTHE TMOAPOCTKUA JIETKOMBICICHHO OTHOCITCS K MyONWKanmuu JTUIHOW WH(OpManuud B
HNuTepHeTe, He MOHUMAast BO3MOXKHBIX TIOCTEACTBUHN. ThI TaXke HE CMOXKEIIb TOTaIaThCS O TOM,
yto (hoTorpadus, pa3MeIICHHAs S5 JEeT Ha3aa, cTaja NPUYMHOM OTKa3a MPHUHATH TeOs Ha
pabory.

KommenTtapuu, pazmeiienue tBoux ¢otorpaduil U apyrue JeHCTBUS MOTYT HE MCUYE3HYTh
Jake MOCJe TOro, Kak Thl UX yAalullb. Thl HE 3HAEIIb, KTO COXpaHWI 3Ty UH(pOpMAIHUIO,
ronasia Ju OHa B IIOMCKOBBIC CUCTEMBI M COXPAHUIIACH JIM OHA, a IIIaBHOE: YTO MOAYMAIoT O
TeOe OKpYXKalollue JIIOAU, KOTOpble HAUAYT W yBUAAT 3To. Hailtu mHpopManuio MHOro JeT
CIIYCTSI CMOKET JII000i - Kak U3 T0OpbIX MOOYKIEHUH, TaK U C HAMEPEHUEM IPUUYUHUTD BPE/I.
3TO MOXET ObITh KTO YTOJIHO.

OcHOBHBIE COBETHI MO 3alIuTe HU(PPOBOI pemyTanuu:

1. Tlomymaii, mpexxjae 4YeM 4YTO-TO MYyOJIMKOBAaTh U TepefaBarh y cebsi B Ojore uiud B
COIIMAJILHOM CETH;

2. B mnacrpoiikax mpoduiis yCTaHOBH OTpaHUYEHUS Ha MPOCMOTP TBOETO MPOPUIS U €ro
COJIEP’KUMOT0, C/AENIAN €ro TOJbKO "1y1s aApy3eit'”;

3. He pa3Memaif 1 He yka3bpiBail MH(POPMAIIHIO, KOTOPasi MOXKET KOr0-JIMOO OCKOPOISATh WU
OOMXKaTh.

ABTOpCKOe MPaBo

CoBpeMeHHbIE TIOJPOCTKH - aKTUBHBIE MOJB30BaTeNM MH(PPOBOro TpocTpaHcTBa. OmgHAKO
JaJIeKO HE BCE 3HAIOT, YTO MOJH30BAaHWE MHOTUMHU BO3MOKHOCTSIMH IU(PPOBOro mMupa Tpedyer
COOJIFO/ICHUS TTPaB Ha MHTEIICKTYaJIbHYI0 COOCTBEHHOCTb.

Tepmun "WHTEIUIEKTyalibHast COOCTBEHHOCTh" OTHOCHUTCS K Ppa3IMYHBIM  TBOPECHHSIM
YeJIOBEYECKOr0 yMa, HauWHas C HOBBIX H300peTeHMH © 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTh HA TIPOAYKTHI W YyCIYyTH, ¥ 3aKaH4YMBas KHUTaMmu, ¢GoTorpadusimi,
KMHO(DUIIEMaMH W MY3bIKaJIbHBIMU TIPOU3BEICHUSMHU.

ABTOpCKHE TpaBa - 3TO MpaBa HAa WHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTh HAa TMPOU3BEICHUS
HayKH, JIUTEPAaTypbl U UCKYCCTBA. ABTOPCKHE MpaBa BHICTYIIAIOT B KAYECTBE TapaHTHHU TOTO,
YTO WHTEJUICKTYaJbHBIN/TBOPUECKU TPyl aBTopa He OyAeT HampacHbIM, JacT €My
CIpaBeJJIUBbIE BO3MOXXHOCTM 3apaboTaTh Ha pe3yJbTaTax CBOEro TpyJa, MOIYyYHUTh
M3BECTHOCTh W mpu3HaHue. Hukto 0e3 paspelieHus aBTopa HE MOXKET BOCIPOU3BOAUTH €r0
MPOU3BEACHUE, PACTIPOCTPAHATh, MyOJIUYHO ITEMOHCTPUPOBAThH, MPOAABATh, UMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJUYHO MCTIOIHATH, TOKA3BIBATH/UCTIONHATH B 2UPE WU pa3MeNIaTh B
HNuTtepnere.

Ucnonw3oBanue "muparckoro" mporpaMMHOrO OOECIIEUECHHS] MOXKET IMPUBECTH K MHOTUM
pUCKaM: OT MOTEpPH JaHHBIX K TBOMM aKKayHTaMm JI0 OJOKMPOBKH TBOErO YCTPOMCTBA, e
YCTAHOBJICHA HeJeranbHash mnporpamma. He cTouT Takke 3a0bIBaTh, 4YTO CYIIECTBYIOT
JeranbHble U O€CIUIATHBIEC MPOTPAMMBI, KOTOPHIE MOXKHO HATH B CETH.

O nopraJjie CereBU40K



CeteBu4ok.pd - TBOU IrIaBHBIA COBETUMK B CETH. 3/1€Ch Thl MOXKEIIIb Y3HaTh O O€30MaCHOCTU B
CEeTU TMOHSATHBIM W JOCTYIHBIM SI3bIKOM, & IPU BO3HUKHOBEHUU KPUTHUYECKOW CUTYaIUU
0o0paTUThCS 32 COBETOM. A Take MPUHATH y4acTHE B KOHKYpPCax M CTaTh caMbIM ITU(POBLIM
IrpaKIaHUHOM !



Pexomenganum as o0y4arwimuxcst 00 MHPOPMALMOHHOMN 0€30IIACHOCTH.

HEJIb351

1. Bcem monpsim coobmaTh CBOIO YacTHYO HHMoOpManuio (Hacrosmue ums, (Hamuiuio,
TeneoH, agpec, HOMEp LIKOJIbL, a TakkKe (HoTOorpapuu CBOU, CBOEH CEMbU U IpY3€il);

2. OTKpbIBaTh BIIOKEHHBIE (DAMITBI 3JIEKTPOHHOM MOYTHI, KOT'/1a HE 3HACIllb OTIPABUTEIS;
3. I'pyOuTsb, npuanpaTbesl, OKa3bIBaTh JABICHHUE - BECTH C€0s HEBEKIIMBO U arpECCUBHO;

4. He pacnopsikaiicss neHbraMu TBOEHM ceMbH 0€3 pa3pelieHHs CTaplIuX - BCErja CIpalinBai
pOIUTENEN;

5. He Bctpeuaiics ¢ MHTEpHET-3HAKOMBIMU B PEAIBHOM JKU3HU - MIOCOBETYMCS CO B3pPOCIIBIM,
KOTOPOMY JOBEPSEIIb.

OCTOPOXKHO

1. He Bce mumyt npasny. Uuraems o cebe HenpaBay B MHTepHeTe - cooliiu 06 3TOM CBOUM
POIMTEIISIM WM OTIEKyHaM;

2. llpurnamaroT nepenuchiBaThCS, UTPaTh, 0OOMEHUBATKLCS - POBEPh, HET JIU MOIBOXA;
3. HezakonHoe konupoBanue ¢aiinoB B UHTEepHETE - BOPOBCTBO;
4. Bcerna pacckasbiBaii B3pOCibIM O MPoOJIeMax B CETU - OHHM BCET/la TOMOTYT;

5. Ucnonb3yit HacTpoilku 6€30MacHOCTH M MPUBATHOCTH, YTOOBI HE MOTEPSATh CBOU aKKAyHTHI
B COIICETSIX U JPYTHX MOpTaax.

MOXHO

1. YBaxail gpyrux nojib30BaTeieu;

2. Ilonw3yenibcss THTEPHET-UCTOYHUKOM - JieJIail CChUIKY Ha HETo;
3. OTKphIBall TOJIBKO T€ CCHUIKH, B KOTOPBIX YBEPEH,;

4. O0maThcs 3a MOMOIIBIO B3POCIBIM - POAUTENHN, ONIEKYHBI ¥ aIMUHUCTPAIIAS CANTOB BCETIa
IIOMOT'YT;

5. IIpoiian oO0yuenue Ha cairte "CeTeBHUOK" M MOJIY4YH ITAcHOPT IM(DPOBOro rpak1aHuHa!
y yq



